Cyber safety

The basic rules of cyber
safety for your home.

#1. Don't trust anyone online - stranger
danger online
#2. Don't share any personal information
online
#3. Always ask/talk to your parents:
o Kids: Downloading, playing games,
screen time
o Parents: Make sure your kids feel
supported and trusted
#4. Create powerful passwords
(passphrases, not passwords)
#5. Latest antivirus software/regular
updates
#6. Common sense:
o Think before publishing pictures or
information online
o Ifit's too good to be true, it
probably is
#7. Teach our kids ‘online’ swimming
lanes - swim between the flags

Sources:

How to stay
informed.

Australian Government: eSafety
Commissioner

- Free eSafety News for parents
- Free Webinars for parents

Where to report online harm/cyber
crime:
o https://www.esafety.gov.au/report
e https://www.cyber.gov.au/report-
and-recover/report

If an incident happens at
Buderim Mountain State School
or involves the school, please
report it to the Deputy Principal.

¢ |dentity Theft, Deep Fake Video generated by pictures available online -
https://www.instagram.com/reel/DFqrnWntofE/?

igsh=MWJtbHZuamFlcXoyOQ%3D%3D

e Create passwords - https://www.cyber.gov.au/protect-yourself/securing-your-

accounts/passphrases/creating-strong-passphrases

e Deep Fakes, Harassment, Identity Theft -

https://www.esafety.gov.au/industry/tech-trends-and-challenges/deepfakes

e Cyberbullying - https://www.esafety.gov.au/key-topics/cyberbullying
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